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Chapter 01: Introduction to Computer Networks [)lj& : J.u Sp )]
e  Introduction to the course
e  Introduction to network & internetwork

e  Introduction to Cisco Courses:



Broadcast domain and collision domain

IPv4 & its classes
APIPA & Loopback IP
Private & Public IP

Cisco ISO
Accessing Router/Switch by multiple methods

Router or switch boot process

Introduction to Telnet and SSH
telnet configuration and verification

SSH configuration and verifications

Static routing
Default routing

Dynamic routing

Configuration of static routing

Configuration of default routing

Detailed description of the RIP
Difference between RIPv1 and RIPv2
RIPv1 and RIPv2 configuration

Detailed description of IGRP
Detailed description of EIGRP
Difference between IGRP & RIP

Chapter 02: Introduction to IP, sub-netting & VLSM OL&J« uL" ¢ 299

Chapter 03: Cisco I0S, Accessing Cisco Router/Switch ol s J.@ ¢ )

Chapter 04: Telnet & SSH:0l ys J.;a P)l;

Chapter 05: Routing Concepts 0|55 b e

Chapter 06: Static and Default Routing o ).&J.A# f)?‘:'

Chapter 07: RIP1, RIP2 and RIPng Ol 2o fuab T ol

Chapter 08: IGRP and EIGRP Protocols 016+ b o



Detailed description of OSPF

DR & BDR operations

Setting RID

Switch operations
Switch functions

Introduction to STP

Introduction to VLAN

VTP Virtual Trunking protocol

VTP Domain

Inter-VLAN routing using:

Using multiple links

Using router on-stick

Standard Access list ACL

Extended Access list ACL

Named Access list ACL

NAT
PAT

Static NAT

Configuration of PAT using ACL

Chapter 09: OSPF Routing protocol ol s fuad ¥

Chapter 10: Switching, STP & switch-port Security Ol yis: fua ("'J

Chapter 11: VLANS 0y Juab [’“JJ"'

Chapter 12: VLAN & Inter-VLAN configurationo| rs(}d r.J I

Chapter 13:Access Control List ACL :0 s fuad r..\ ks

Chapter 14:NAT Network Address Translation: Ol o2 b V‘J i
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Chapter 01: Jsl
e Introduction to the course
e  Introduction to network & internetwork
e  Introduction to Cisco Courses:
®  Broadcast domain and collision domain
®  Hub operation
e  Switch operation
®  Router operation
Chapter 02: (A
®  IPv4 &its classes
®  APIPA & Loopback IP
®  Private & Public IP
e VLSM
®  Sub-netting IPv4
®  Subnet mask notations
Chapter 03: o
®  (CiscoISO
®  Accessing Router/Switch by multiple methods
®  Router or switch boot process
e  Cisco router modes
e CDP
Chapter 04: 3 gl
e  Introduction to Telnet and SSH
® telnet configuration and verification
®  SSH configuration and verifications
e COMPUTER LAB (STUDENTS PRACTICE).
Chapter 05: s
v
e  Static routing ~
®  Default routing
®  Dynamic routing
®  Prosand cons of static routing
®  Link-state routing protocols
e  Distance vector routing protocols
e  Hybrid routing protocols
e  ADvalue
®  Metric




Chapter 06: .
e
e  Configuration of static routing
e  Configuration of default routing
®  Trouble shooting of static and default routing
®  Verification commands for static and default routing
e COMPUTER LAB (STUDENTS PRACTICE)
Chapter 07: 02 ¥
®  Detailed description of the RIP
e  Difference between RIPv1 and RIPv2
e  RIPv1 and RIPv2 configuration
®  Troubleshooting and verification of RIPvl and RIPv2
e COMPUTER LAB (STUDENTS PRACTICE)
Chapter 08: r;‘
®  Detailed description of IGRP
®  Detailed description of EIGRP
e Difference between IGRP & RIP
e  EIGRP configuration
e  EIGRP troubleshooting and verification
e COMPUTER LAB (STUDENTS PRACTICE)
Chapter 09: &
®  Detailed description of OSPF
® DR & BDR operations
e  Setting RID
e  Configuration of OSP
e Troubleshooting and verification of OSPF
e COMPUTER LAB (STUDENTS PRACTICE)
Chapter 10: ("‘"‘3
e  Switch operations
e  Switch functions
e  Introduction to STP
®  Root bridge and Non-root bridge
®  Designated and non-designated ports
®  Switch priority
®  Managing STP
®  Working with switch-port security
e COMPUTER LAB (STUDENTS PRACTICE).




Chapter 11:

Introduction to VLAN
VTP

VTP Domain

VTP Modes

Frames tagging

Frame tagging protocols
ISL

DotlQ

Access and trunk ports

st

Chapter 12:

Inter-VLAN routing using:
Using multiple links

Using router on-stick

Configuration of VLAN and inter-VLAN routing

Troubleshooting and verification of VLAN

COMPUTER LAB (STUDENTS PRACTICE)

Chapter 13:

Standard ACL
Extended ACL
Named ACL

ACL Configuration
ACL verification

COMPUTER LAB (STUDENTS PRACTICE)

g

Chapter 14:

NAT

PAT

Static NAT

Configuration of PAT using ACL

Verification of PAT

Chapter 15:

Introduction to IPv6
Assigning [Pv6 to routers
Routing using IPv4

COMPUTER LAB (STUDENTS PRACTICE)
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e  Conclusion
®  Overall review of the lectures
e QUIZ
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Recommended Readings:
1) Forouzan, B. A., "Data Communications and Networking, 5th ed., McGraw-Hill, 2012. ISBN: 978-9352604181.
2) Tanenbaum, A. S., and Wetherall, D. J., Computer Networks, 5th ed. Pearson, 2019. ISBN: 32432423

3) Kurose, J. F., and Ross, K. W.:Compueter Networking a top down aproach, 7th ed. Pearson, 2017. ISBN:

e el

384957934875.
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This course policy has been approved in the Curriculum Development Committee meeting FCS/CDC-2026-04.

Head of Committee Signature

Dean, Faculty of Computer Science Signature




