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Outline

Switch Port Security
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Switch Port Security

Normally, there are no restrictions on the device attached to the
switch ports.

We can connect any device to any switch port any time.

With switch port security, we allow specific devices to use a
given port using the MAC address of the device.

Any device, not specifically allowed will not be able to send
frames through that port.

The port must be access port when we want to apply switch
port security on the port.
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Switch Port Security
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Configuration 

SW(config-if)#switchport mode access

SW(config-if)#switchport port-security

SW(config-if)#switchport port-security maximum 1

SW(config-if)#switchport port-security mac-address
0000.12cb.f902

SW(config-if)#switchport port-security mac-address sticky

SW(config-if)#switchport port-security violation shutdown

SW#show port-security int eth 0/0
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Default Switch Configuration

All ports are up. (Not shutdown)

All ports will perform automatic trunk negotiation

Spanning-tree is enabled.

All ports are member of VLAN 1

VTP mode is server.

VLANs 1, 1002-1005 are built-in
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Thank you
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